Harlyn Primary School

  Staff Acceptable Use Policy (AUP)

Staff Acceptable Use Policy (AUP)
Covers use of digital technologies in school: i.e. email, Internet, intranet and network resources, learning platform, software, equipment and systems.

· I will only use the school’s digital technology resources and systems for Professional purposes or for uses deemed ‘reasonable’ by the Head and Governing Body. 
· I will not reveal my password(s) to anyone.

· I will not allow unauthorised individuals to access email / Internet / intranet / network, or other school / Local Authority (LA) systems.

· I will ensure all documents, data etc., are saved, accessed and deleted in accordance with the school’s network and data security and confidentiality protocols.

· I will not engage in any online activity that may compromise my professional responsibilities.

· I will only use the approved, email system(s) for any school business and follow the E-mail charter. (APPENDIX 1)
· I will only use the approved school email or other school approved communication systems with pupils or parents/carers, and only communicate with them on appropriate school business.
· I will not browse, download or send material that could be considered offensive to colleagues. 

· I will report any accidental access to, or receipt of inappropriate materials, or filtering breach to the ICT Co-ordinator.

· I will not download any software or resources from the Internet that can compromise the network, or are not adequately licensed. 

· I will not connect a computer, laptop or other device (including USB flash drive), to the network / Internet that does not have up-to-date anti-virus software, and I will keep any ‘loaned’ equipment up-to-date, using the school’s recommended anti-virus, firewall and other ICT ‘defence’ systems. 

· I will not use personal digital cameras or camera phones for taking and transferring images of pupils or staff without permission and will not store images at home without permission.

· I will ensure that any private social networking sites / blogs etc that I create or actively contribute to are not confused with my professional role.

· I agree and accept that any computer or laptop loaned to me by the school, is provided solely to support my professional responsibilities and that I will notify the school of any “significant personal use” as defined by HM Revenue & Customs.
· I will ensure any confidential data that I wish to transport from one location to another is protected by encryption and that I follow school data security protocols when using any such data at any location.

· I understand that data protection policy requires that any information seen by me with regard to staff or pupil information, held within the school’s information management system, will be kept private and confidential, EXCEPT when it is deemed necessary that I am required by law to disclose such information to an appropriate authority.

· I will embed the school’s e-safety curriculum into my teaching.

· I will only use LA systems in accordance with any corporate policies.
· I understand that all Internet usage / and network usage can be logged and this information could be made available to my manager on request. 

· I understand that failure to comply with this agreement could lead to disciplinary action. 

User Signature
I understand that it is my responsibility to ensure that I remain up-to-date and read and understand the school’s most recent e-safety policies.

I agree to abide by all the points above and the E-mail Charter.
I wish to have an email account; be connected to the Intranet & Internet; be able to use the school’s ICT resources and systems.

Signature 
Date
 

Full Name 
 (printed)

Job title 

School 

Authorised Signature (Head Teacher (primary) / Head/Deputy/ senior teacher (secondary))

I approve this user to be set-up.

Signature 
 Date

Full Name 
 (printed)



APPENDIX 1

HARLYN SCHOOL COMMUNICATIONS CHARTER

The aim of this charter is to ensure communication is effective in order to improve workload and wellbeing for all staff.

Part 1 – Email
This charter is not a formal code that applies to the use of email at Harlyn School but a set of good practice guidelines. It does not alter the Staff Acceptable Use Policy for use by staff.

1. Reducing the number of e-mails in circulation
· Think before you send an e-mail. When possible it may be better to phone or meet in person.

· Think carefully whether you need to reply to or forward an e-mail if it is only for information.
· If you find yourself getting into a repetitive email dialogue, consider two things: cut out recipients, and try speaking in person instead.

· Make sure that people copied in actually need to know what is being sent. Don’t copy people in “just in case”.

· When replying, don’t send a “reply to all” unless it is necessary for all copy recipients to know your response.

· Unless the e-mail asks for an acknowledgement, don’t send one.

2. Create the right impression
· Make sure you follow proper grammar and sentence structure when composing and responding to messages and use a spell checker. It’s easy to convey the impression that you’re unprofessional or careless if you don’t follow some basic principles of good business writing.

· Before sending, reread the entire e-mail, checking it for grammatical errors, punctuation mistakes, and typos.

· Also make sure your tone is appropriate.

3. Make e-mail content and action clear
· Keep the subject line short.

· Make clear in the subject title of the e-mail exactly what the subject is.

· The expectation is that e-mails are being sent “to” people who must take some sort of action or require this information. The “cc” is only for people who need to know about this.

· Do not “cc” someone’s line manager in order to put pressure on the recipient.

· Make clear whether the e-mail is sent for action or for information and what the recipient is being asked to do and by when.

· If you really need to know an e-mail has been received and read, ask for confirmation.

· Use the Haryln standard email signature and disclaimer.

4. Forwarding and replying to emails
· It is good practice to reply to your e-mails within 2 working days, even if it is simply a holding e-mail to acknowledge response and a reasonable time within which you will provide a full response (e.g. a parent e-mail that may require further investigation/action).

· Respect the privacy of the e-mail. It may contain information that is confidential or intended for you only.

· Be very careful about e-mail threads. Always re-read the whole thread before sending on, or delete it. There may be an e-mail embedded in the thread that was not intended for a later recipient to read.

· Don’t forward an e-mail unless the original sender would want you to e.g. because they haven’t got the e-mail address of someone. Remember the original sender could have included the person you are forwarding to in the first place. If in doubt check.

· When replying to e-mail, try to scan the reply to eliminate unneeded text such as repeat addresses, include your signature immediately below the text you are writing. Consider using a different colour font if possible to show your comments.

· When forwarding or replying to emails, follow the same rules as you would for initiating an e-mail, e.g. make clear to whom you are sending it and what action is needed. Also make sure the subject is the appropriate one.
5. Email writing style
· Keep messages short, warmly professional and to the point.

· Keep paragraphs and sentences short: they are easier to read.

· Do not treat e-mail like spoken communication, E-mail is a more informal medium than memos nor letters, but it lacks the signals and cues that spoken language contains.

· Avoid using UPPER CASE, it looks as if you are shouting. Use bold, underline or italics for emphasis.

· Once drafted, re-read your email before you press ‘send’. Think about how it could come over to the recipient.

· Never send an e-mail when you are upset or angry, even if an email has caused that feeling.
6. Using email to send documents
· Don’t attach large files to an e-mail; anything over one or two megabytes shouldn’t be sent via e-mail.

· Don’t open unexpected attachments or those sent by unknown parties.

· Think before you send something short as an attachment. It may be more effective to put the content in the mail itself so that recipients can read it easily.

· If you have to send attachments, identify as clearly as possible what attachments are being sent.

7. Legal issues and email
· Note that e-mails sent from a Harlyn School e-mail address carry the same authority as letters sent on the school letter-headed paper.

· Remember that the school has the right to access all e-mails sent and received by school email accounts.

· Laws relating to written communications apply to e-mail messages.
· E-mail should not be used for frivolous, abusive or defamatory purposes: e-mails are actionable within the laws of defamation.

· E-mails can constitute harassment and be used as evidence of such.

· Where the school detects abuse or inappropriate use it will take action to address it.
8. Security issues
· Unless using encryption techniques, all e-mail is insecure. Anything you record in an e-mail maybe read by others. Take great care when considering sending out personal, confidential or sensitive information by e-mail. All e-mail sent to an external recipient from a school account should have, as part of an automated

e-mail signature, the following disclaimer in 7.5pt font:

Please note that this e-mail and any attachment(s) to it are confidential. Unless you are the intended recipient, you may not use, copy or disclose either the message or any information contained in the message. If you are not the intended recipient, please notify me immediately and delete this e-mail. Thank you.

· Unless you are certain about the authenticity of an e-mail, do not act on its content as it could contain a virus or be fraudulent.

· Never disclose confidential information – such as passwords – in response to an e-mail message.
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