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Data Protection Policy & Privacy Statement

(inc General Data Protection Regulation 2018)
 Aims
Our school aims to ensure that all data collected about staff, pupils, parents and visitors is collected, stored and processed in accordance with the Data Protection Act 1998. 

This policy applies to all data, regardless of whether it is in paper or electronic format. 

Legislation and guidance
This policy meets the requirements of the Data Protection Act 1998, and is based on guidance published by the Information Commissioner’s Office and model privacy notices published by the Department for Education.
It also takes into account the provisions of the General Data Protection Regulation, 2018. 

In addition, this policy complies with regulation 5 of the Education (Pupil Information) (England) Regulations 2005, which gives parents the right of access to their child’s educational record.
Definitions
	Term
	Definition

	Personal data
	Data from which a person can be identified, including data that, when combined with other readily available information, leads to a person being identified

	Sensitive personal data
	Data such as:

· Contact details

· Racial or ethnic origin 

· Political opinions

· Religious beliefs, or beliefs of a similar nature

· Where a person is a member of a trade union

· Physical and mental health

· Sexual orientation

· Whether a person has committed, or is alleged to have committed, an offence

· Criminal convictions

	Processing
	Obtaining, recording or holding data

	Data subject
	The person whose personal data is held or processed

	Data controller
	A person or organisation that determines the purposes for which, and the manner in which, personal data is processed

	Data processor
	A person, other than an employee of the data controller, who processes the data on behalf of the data controller.


The data controller
Our school processes personal information relating to pupils, staff and visitors, and, therefore, is a data controller. Our school delegates the responsibility of data controller to the Headteacher. The school is registered as a data processor with the Information Commissioner’s Office. 

Data protection principles

The Data Protection Act 1998 is based on the following data protection principles, or rules for good data handling:
· Data shall be processed fairly and lawfully

· Personal data shall be obtained only for one or more specified and lawful purposes

· Personal data shall be relevant and not excessive in relation to the purpose(s) for which it is processed

· Personal data shall be accurate and, where necessary, kept up to date

· Personal data shall not be kept for longer than is necessary for the purpose(s) for which it is processed

· Personal data shall be processed in accordance with the rights of data subjects under the Data Protection Act 1998

· Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data, and against accidental loss or destruction of, or damage to, personal data

· Personal data shall not be transferred to a country or territory outside the European Economic Area unless the country or territory ensures an adequate level of protection for the rights and freedoms of data in relation to the processing of personal data

Roles and responsibilities

The governing board has overall responsibility for ensuring that the school complies with its obligations under the Data Protection Act 1998. 

Day-to-day responsibilities rest with the headteacher who will ensure that all staff are aware of their data protection obligations, and oversee any queries related to the storing or processing of personal data.

Staff are responsible for ensuring that they collect and store any personal data in accordance with this policy. Staff must also inform the school of any changes to their personal data, such as a change of address. 
General Statement

The school is committed to maintaining the above principles at all times.  Therefore the school will:
• inform individuals why the information is being collected when it is collected;

• inform individuals when their information is shared and why, and with whom, it was shared;

• check the quality and the accuracy of the information it holds;

• ensure that information is not retained for longer than is necessary;

• ensure that when obsolete information is destroyed that it is done so appropriately and securely;

• ensure that clear and robust safeguards are in place to protect personal information from loss, theft and unauthorised disclosure, irrespective of the format in which it is recorded;

• share information with others only when it is legally appropriate to do so;

• set out procedures to ensure compliance with the duty to respond to requests for access to personal information, known as Subject Access Requests;

• ensure our staff are aware of and understand our policies and procedures.
Privacy Statement
a. Pupils and parents
We hold personal data about pupils to support teaching and learning, to provide pastoral care and to assess how the school is performing. We may also receive data about pupils from other organisations including, but not limited to, other schools, local authorities and the Department for Education.
This data includes, but is not restricted to:
· Personal Information such as name, unique pupil number and address
· Attendance Information such as sessions attended, number of absences and absence reasons
· Data on pupil characteristics such as ethnicity, language, nationality, country of birth and free school meal eligibility

· Assessment information, relevant medical information, special educational needs information, exclusion/behavioural information

We will only retain the data we collect for as long as is necessary to satisfy the purpose for which it has been collected.
We will not share information about pupils with anyone without consent unless the law and our policies allow us to do so. Individuals who wish to receive a copy of the information that we hold about them/their child should refer to sections 8 and 9 of this policy.

We are required, by law, to pass certain information about pupils to specified external bodies, such as our local authority and the Department for Education, so that they are able to meet their statutory obligations. This is included in our Application Packs (see Appendix).
b. Staff

We process data relating to those we employ to work at, or otherwise engage to work at our school. The purpose of processing this data is to assist in the running of the school, including to:

· Enable individuals to be paid

· Facilitate safe recruitment

· Support the effective performance management of staff

· Improve the management of workforce data across the sector

· Inform our recruitment and retention policies

· Allow better financial modelling and planning

· Enable ethnicity and disability monitoring
· Support the work of the School Teachers’ Review Body.
Staff personal data includes, but is not limited to, information such as:

· Contact details including bank details 
· National Insurance numbers

· Salary information

· Qualifications

· Absence data

· Personal characteristics, including ethnic groups

· Medical information
· Outcomes of any disciplinary procedures
We will only retain the data we collect for as long as is necessary to satisfy the purpose for which it has been collected.
We will not share information about staff with third parties without consent unless the law allows us to.
We are required, by law, to pass certain information about staff to specified external bodies, such as our local authority and the Department for Education, so that they are able to meet their statutory obligations. 

Any staff member wishing to see a copy of information about them that the school holds should contact the Headteacher. 
Subject  access requests

Under the Data Protection Act 1998, pupils have a right to request access to information the school holds about them. This is known as a subject access request. 

Subject access requests must be submitted in writing, either by letter or email. Requests should include:

· The pupil’s name

· A correspondence address

· A contact number and email address

· Details about the information requested

The school will not reveal the following information in response to subject access requests:

· Information that might cause serious harm to the physical or mental health of the pupil or another individual

· Information that would reveal that the child is at risk of abuse, where disclosure of that information would not be in the child’s best interests

· Information contained in adoption and parental order records

· Certain information given to a court in proceedings concerning the child

Subject access requests for all or part of the pupil’s educational record will be provided within 15 school days. 

If a subject access request does not relate to the educational record, we will respond within a month. 

Parental requests to see the educational record
Parents have the right of access to their child’s educational record, free of charge, within 15 school days of a request. 

Personal data about a child belongs to that child, and not the child's parents. This is the case even where a child is too young to understand the implications of subject access rights.

For a parent to make a subject access request, the child must either be unable to understand their rights and the implications of a subject access request, or have given their consent.
The Information Commissioner’s Office, the organisation that upholds information rights, generally regards children aged 12 and above as mature enough to understand their rights and the implications of a subject access request. Therefore, most subject access requests from parents of pupils at our school may be granted without the express permission of the pupil.
 Storage of records

· Paper-based records and portable electronic devices, such as laptops and hard drives, that contain personal information are kept under lock and key when not in use

· Papers containing confidential personal information should not be left on office and classroom desks, on staffroom tables or pinned to noticeboards where there is general access

· Where personal information needs to be taken off site (in paper or electronic form), staff must sign it in and out from the school office

· Passwords that are at least 8 characters long containing letters and numbers are used to access school computers, laptops and other electronic devices. Staff and pupils are reminded to change their passwords at regular intervals

· Encryption software is used to protect all portable devices and removable media, such as laptops and USB devices

· Staff, pupils or governors who store personal information on their personal devices are expected to follow the same security procedures for school-owned equipment

Disposal of records
Personal information that is no longer needed, or has become inaccurate or out of date, is disposed of securely. 

For example, we will shred paper-based records, and override electronic files. We may also use an outside company to safely dispose of paper-based and electronic records. .
E-Security

At Harlyn:
• Staff, pupils and parents/carers sign an Acceptable Use Agreement form.  Copies are kept on file.  We use the LGfL model policy.  This makes clear staff’s responsibilities with regard to data security, passwords and access.

• All staff are DBS checked and records are held in one central record.

• We require staff to use STRONG passwords for access into our MIS system.

• We require staff to change their passwords into the MIS, USO admin site, every 90 days.

• Staff have a secure area on the network to store sensitive documents or photographs.

• We require staff to log-out of systems when leaving their computer, but also enforce lock-out after 25mins computer idle time.

• Staff know to whom report any incidents where data protection may have been compromised.
• We require that any Protect and Restricted material must be encrypted if the material is to be removed from the school.  We use encrypted memory stick for this purpose.

• School staff with access to setting-up usernames and passwords for email, network access and Learning Platform access, are working within the approved LGfL/LA system and follow the security processes required by those systems (Atomwide support site).

• We store any Protected Health Information and Restricted material that is in an un-encrypted format (such as paper) in lockable storage cabinets in a lockable storage area.

• All servers are in lockable locations and managed by DBS-checked staff.

• We use remote secure offsite back-up for disaster recovery of our admin, and curriculum server(s) data.

• We ask staff to undertake at least an annual housekeeping to review, remove and destroy any digital materials and documents which need no longer be stored.

• We comply with the WEEE directive on equipment disposal. (http://www.environment-agency.gov.uk/business/topics/wast...) by using the Authority's recommended disposal company "TECHLOGIC, computerdisposal@techlogic-uk.com", for disposal of system hard drives, where any protected or restricted data is wiped using application KillDisc, certification of such is provided by Techlogic. 

• Portable equipment loaned by the school (for use by staff at home), where used for any protected data, is disposed of through the same procedure.

• Paper-based sensitive information is shredded, using cross cut shredder.

Complaints
Complaints will be dealt with in accordance with the school’s complaints policy. Complaints relating to information handling may be referred to the Information Commissioner (the statutory regulator).
Monitoring arrangements

The Governing Body is responsible for monitoring and reviewing this policy. 

The Data Controller checks that the school complies with this policy by, among other things, reviewing school records.

This document will be reviewed when the General Data Protection Regulation comes into force, and then every 2 years.
APPENDIX 1 : DATA PROTECTION ACT : FAIR PROCESSING NOTICE

Schools, Local Authorities (LA’s), the Department for Education (DfE), the government department which deals with education, the Standards and Testing Authority (STA), OfSTED and the Learning and Skills Council (LSC) all process information on pupils in order to run the education system, and in doing so have to comply with the Data Protection Act 1998. This means, among other things that the data held about pupils must only be used for specific purposes allowed by law. We are therefore writing to tell you about the types of data held, why that data is held, and to whom it may be passed on.
The school holds information on pupils in order to support their teaching and learning, to monitor and report on their progress, to provide appropriate pastoral care, and to assess how well the school as a whole is doing. This information includes contact details, National Curriculum assessment results, attendance information, and characteristics such as ethnic group, special educational needs and any relevant medical information.  From time to time, schools are required to pass on some of this data to LA’s, the DfE and to agencies, such as STA, OfSTED and LSC that are prescribed by law. 
The Local Authority uses information about pupils to carry out specific functions for which it is responsible, such as the assessment of any special educational needs the pupil may have.  It also uses the information to derive statistics to inform decisions on (for example) the funding of schools, and to assess the performance of schools and set targets for them. The statistics are used in such a way that individual pupils cannot be identified from them. 
The Standards and Testing Authority uses information about pupils to administer the National Curriculum tests and assessments for KS1 & KS2. The results of these are passed on to DfE in order for it to compile statistics on trends and patterns in levels of achievement.  The STA uses the information to evaluate the effectiveness of the National Curriculum and the associated assessment arrangements and to ensure that these are continually improved.
OfSTED uses information about the progress and performance of pupils to help inspectors evaluate the work of schools, to assist schools in their self-evaluation, and as part of OfSTED’s assessment of the effectiveness of education initiatives and policy.  Inspection reports do not identify individual pupils.
The Learning and Skills Council uses information about pupils for statistical purposes, to evaluate and develop education policy and to monitor the performance of the education service as a whole. The statistics (including those based on information provided by the STA) are used in such a way that individual pupils cannot be identified from them.  On occasion information may be shared with other Government departments or agencies strictly for statistical or research purposes only. 

The Department for Education (DfE) uses information about pupils for research and statistical purposes, to inform, influence and improve education policy and to monitor the performance of the education service as a whole.  The DfE will feed back to LAs and schools information about their pupils for a variety of purposes that will include data checking exercises, use in self-evaluation analyses and where information is missing because it was not passed on by a former school.  The DfE will also provide OfSTED with pupil level data for use in school inspection.  Where relevant, pupil information may also be shared with post-16 learning institutions to minimise the administrative burden on application for a course and to aid the preparation of learning plans. 

Pupil information may be matched with other data sources that the Department holds in order to model and monitor pupils’ educational progression; and to provide comprehensive information back to LAs and learning institutions to support their day to day business.  The DfE may also use contact details from these sources to obtain samples for statistical surveys: these surveys may be carried out by research agencies working under contract to the Department and participation in such surveys is usually voluntary. The Department may also match data from these sources to data obtained from statistical surveys. 

Pupil data may also be shared with other Government Departments and Agencies (including the Office for National Statistics) for statistical or research purposes only. In all these cases the matching will require that individualised data is used in the processing operation, but that data will not be processed in such a way that it supports measures or decisions relating to particular individuals or identifies individuals in any results.  This data sharing will be approved and controlled by the Department’s Chief Statistician.

The DfE may also disclose individual pupil information to independent researchers into the educational achievements of pupils who have a legitimate need for it for their research, but each case will be determined on its merits and subject to the approval of the Department’s Chief Statistician.

Pupils, as data subjects, have certain rights under the Data Protection Act, including a general right of access to personal data held on them, with parents/carers exercising this right on their behalf if they are too young to do so themselves.  If you wish to access the personal data held about your child, please contact the relevant organisation in writing to:
-
Headteacher, Harlyn Primary School, Tolcarne Drive, Pinner, Middx, HA5 2DR; 

-
The LA’s Data Protection Officer at 4E/07, Civic Centre, High Street, Uxbridge, UB8 1UW;

-
OfSTED’s Data Protection Officer at Alexandra House, 33 Kingsway, London, WC2B 6SE;

-
LSC’s Data Protection Officer at Cheylesmore House, Quinton Road, Coventry, Warwickshire CV1 2WT;

-
The DfE Data Protection Officer at DfE, Caxton House, Tothill Street, London, SW1H 9NA.
In order to fulfil their responsibilities under the Act the organisation may, before responding to this request, seek proof of the requestor’s identity and any further information required to locate the information requested.
Separately from the Data Protection Act, regulations provide a pupil’s parent/carer (regardless of the age of the pupil) with the right to view, or to have a copy of, their child’s educational record at the school.  If you wish to exercise this right you should write to the school.
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